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METHODS, SYSTEMS, AND PRODUCTS FOR
SECURITY SERVICES

BACKGROUND

Exemplary embodiments generally relate to communica-
tions and, more particularly, to alarm systems and to sensing
conditions.

Security systems are common in homes and businesses.
Security systems alert occupants to intrusions. Security sys-
tems, though, may also warn of fire, water, and harmful gases.

BRIEF DESCRIPTION OF THE SEVERAL
VIEWS OF THE DRAWINGS

These and other features, aspects, and advantages of the
exemplary embodiments are better understood when the fol-
lowing Detailed Description is read with reference to the
accompanying drawings, wherein:

FIG.11s a simplified schematic illustrating an environment
in which exemplary embodiments may be implemented;

FIG.21s a detailed schematic illustrating a security system,
according to exemplary embodiments;

FIG. 3 is a detailed schematic illustrating receipt of an
alarm message, according to exemplary embodiments;

FIG. 41s adetailed schematic illustrating a verification call,
according to exemplary embodiments;

FIGS. 5-6 are schematics illustrating cordless voice and
telephony capabilities, according to exemplary embodi-
ments;

FIGS. 7-8 are schematics illustrating remote verification,
according to exemplary embodiments;

FIGS. 9-10 are schematics further illustrating the security
system, according to exemplary embodiments;

FIGS. 11-14 are schematics illustrating an alarm sensor,
according to exemplary embodiments;

FIGS. 15-18 are schematics illustrating a takeover module,
according to exemplary embodiments;

FIGS.19-21 are schematics illustrating video data, accord-
ing to exemplary embodiments;

FIGS. 22-24 are schematics illustrating a powerline-to-
Ethernet adapter, according to exemplary embodiments;

FIG. 25 is a schematic illustrating an external antenna,
according to exemplary embodiments;

FIG. 26 is a schematic illustrating payment for emergency
summons, according to exemplary embodiments;

FIG. 27 is a schematic illustrating an access portal, accord-
ing to exemplary embodiments;

FIG. 28 is a schematic further illustrating the takeover
module, according to exemplary embodiments;

FIGS. 29-36 are schematics further illustrating an alarm
controller, according to exemplary embodiments;

FIGS. 37-42 are schematics further illustrating verification
of alarms, according to exemplary embodiments;

FIGS. 43-44 are more schematics illustrating security ser-
vices, according to exemplary embodiments; and

FIG. 45 is a block diagram illustrating a processor-con-
trolled device, according to exemplary embodiments.

DETAILED DESCRIPTION

The exemplary embodiments will now be described more
fully hereinafter with reference to the accompanying draw-
ings. The exemplary embodiments may, however, be embod-
ied in many different forms and should not be construed as
limited to the embodiments set forth herein. These embodi-
ments are provided so that this disclosure will be thorough
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2

and complete and will fully convey the exemplary embodi-
ments to those of ordinary skill in the art. Moreover, all
statements herein reciting embodiments, as well as specific
examples thereof, are intended to encompass both structural
and functional equivalents thereof. Additionally, it is intended
that such equivalents include both currently known equiva-
lents as well as equivalents developed in the future (i.e., any
elements developed that perform the same function, regard-
less of structure).

Thus, for example, it will be appreciated by those of ordi-
nary skill in the art that the diagrams, schematics, illustra-
tions, and the like represent conceptual views or processes
illustrating the exemplary embodiments. The functions of the
various elements shown in the figures may be provided
through the use of dedicated hardware as well as hardware
capable of executing associated software. Those of ordinary
skill in the art further understand that the exemplary hard-
ware, software, processes, methods, and/or operating systems
described herein are for illustrative purposes and, thus, are not
intended to be limited to any particular named manufacturer.

As used herein, the singular forms “a,” “an,” and “the” are
intended to include the plural forms as well, unless expressly
stated otherwise. It will be further understood that the terms
“includes,” “comprises,” “including,” and/or “comprising,”
when used in this specification, specify the presence of stated
features, integers, steps, operations, elements, and/or compo-
nents, but do not preclude the presence or addition of one or
more other features, integers, steps, operations, elements,
components, and/or groups thereof. It will be understood that
when an element is referred to as being “connected” or
“coupled” to another element, it can be directly connected or
coupled to the other element or intervening elements may be
present. Furthermore, “connected” or “coupled” as used
herein may include wirelessly connected or coupled. As used
herein, the term “and/or” includes any and all combinations
of one or more of the associated listed items.

It will also be understood that, although the terms first,
second, etc. may be used herein to describe various elements,
these elements should not be limited by these terms. These
terms are only used to distinguish one element from another.
For example, a first device could be termed a second device,
and, similarly, a second device could be termed a first device
without departing from the teachings of the disclosure.

FIG. 1is asimplified schematic illustrating an environment
in which exemplary embodiments may be implemented. A
security system 100 communicates with a central monitoring
station 102 using a private data network 104. The security
system 100 has an alarm controller 106 that receives infor-
mation from one or more alarm sensors 108. As those of
ordinary skill in the art understand, the alarm sensors 108
monitor for heat, smoke, motion, gases, sound, or any other
physical or logical parameter that may indicate a security
event. The alarm controller 106 may also interface with one or
more cameras 110 that capture video data and microphones
112 that capture audio data. The cameras 110 and micro-
phones 112 may constantly capture video and audio that is
automatically stored in a local mass storage device 114.

The security system 100 may wirelessly communicate with
the private data network 104. The private data network 104,
for example, may have an access point name (or “APN”) 120
that identifies a wireless Internet protocol packet data net-
work that will be used to establish a wireless cellular network
connection 124 between the alarm controller 106 and the
private data network 104. The security system 100 has a
wireless transceiver 122 that uses the access point name 120
to communicate with the private data network 104. The secu-
rity system 100, for example, may send and receive packets of
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data using a wireless carrier’s 3G/LTE/4G cellular network.
The security system 100 may connect using a general packet
radio service (GPRS), enhanced data rates for global evolu-
tion (EDGE), a universal mobile telecommunications service
(UMTS), and/or a high speed packet access (HSPA). The
wireless transceiver 122, however, may additionally or alter-
natively utilize any portion of the electromagnetic spectrum
and/or any communications standard or specification (such as
WI-FI®, BLUETOOTH®, or WI-MAX®). The access point
name 120 is a protocol that describes a configurable network
identifier when connecting to the private data network 104.
The access point name 120 determines what type of network
connection should be created, what Internet protocol address
(es) should be assigned to the security system 100 (e.g., the
wireless transceiver 122), and what security methods should
be used. The access point name 120 may identify the Internet
protocol packet data network and the type of service that is
provided by the wireless Internet protocol packet data net-
work.

The security system 100 provides security services. The
security system 100 monitors the inputs, status, or state of the
alarm sensors 108, the cameras 110, and/or the microphones
112. When the security system 100 detects an alarm condition
126, the security system 100 generates an alarm message 128.
The alarm message 128 is wirelessly sent to the access point
name 120 and routed through the private data network 104 to
the central monitoring station 102. The alarm message 128,
for example, may be received at a centralized alarm receiver
server 130 and routed to a central monitoring station (“CMS”)
server 132. The central monitoring station server 132 may
query an account database 134 to discover detailed customer
information (as later paragraphs will explain). The central
monitoring station server 132 may then assign a human or
computerized agent 136.

The agent 136 may first verify the alarm condition 126. As
the reader may understand, a high percentage of alarms are
“false.” That is, alarms are often inadvertently triggered, such
as when an owner of a home opens a door and accidentally
triggers the alarm. Ifthe central monitoring station server 132
were to immediately summon emergency services, and the
alarm is false, then local police and fire departments have
wasted time and resources. Some municipalities may even
impose fees for an unnecessary dispatch. One of the primary
functions of the agent 136, then, is to first ascertain a true
emergency before summoning emergency services.

The security system 100 may thus have two-way interac-
tive voice capabilities. The agent 136, for example, may
establish a Voice-over Internet protocol (“VoIP”) call 140
with the security system 100. The agent 136, for example,
may call a number assigned to the security system 100 and
directly speak with an occupant of'a home or business (as later
paragraphs will explain). The Voice-over Internet protocol
call 140 may also use the access point name 120 associated
with the private, wireless cellular network connection 124
with the wireless transceiver 122. The Voice-over Internet
protocol call 140 may alternatively route over a wireline
broadband connection to the alarm controller 106. The agent
136 may additionally or alternatively call a designated num-
ber (such as a mobile phone) when alarms are detected. The
agent 136 may also retrieve audio and/or video data from the
camera 110 and/or the microphone 112 (again, as later para-
graphs will explain). The audio and/or video data may be live,
real-time data captured by the cameras 110 and/or the micro-
phones 112, but archived audio/video data may also be
retrieved. The agent may thus speak with an occupant, and
view the audio and/or video data, to determine if the alarm
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condition 126 represents a true emergency. If the alarm is a
legitimate security concern, then the agent 136 may notify
local emergency services.

FIG. 2 is a more detailed schematic illustrating the security
system 100, according to exemplary embodiments. The alarm
controller 106 has a processor 150 (e.g., “uP”), application
specific integrated circuit (ASIC), or other component that
executes a client-side security application 152 stored in a
memory 154. The client-side security application 152 moni-
tors the inputs, status, or state of the alarm sensors 108, the
cameras 110, and/or the microphones 112. The client-side
security application 152 may instruct any of the cameras 110
and/or the microphones 112 to capture audio and/or video
data. When the client-side security application 152 detects the
alarm condition 126, the client-side security application 152
instructs the processor 150 to retrieve an IP emergency alarm
address (“IPEAA”) 156 from the memory 124. The IP emer-
gency alarm address 156 is a network communications
address at which the centralized alarm receiver server 130
receives packetized alarm messages from customers/sub-
scribers of an alarm monitoring service. The IP emergency
alarm address 156 may be preloaded into the memory 124,
and the IP emergency alarm address 156 may be changed
after a software update to the client-side security application
152.

The client-side security application 152 generates the
alarm message 128. The alarm message 128 includes data that
identifies a network address associated with the alarm con-
troller 106. The alarm message 128 may also include data that
describes the alarm condition 126, such as an alarm code
associated with the sensor 108. The alarm message 128 may
also include information describing the customer, such as a
customer account code, physical street address, or other cus-
tomer identifier. Whatever data is included in the alarm mes-
sage 128, the data is packetized according to a packet proto-
col. The alarm message 128 may also be encrypted to ensure
privacy. Once the alarm message 128 is formatted and ready,
the processor 150 commands the wireless transceiver 122 to
wirelessly send the alarm message 128.

The alarm message 128 routes through the private data
network 104. The alarm message 128 is sent to the access
point name 120 associated with the private, wireless cellular
network connection 124 to the private data network 104.
Packet headers are added or modified to route the alarm
message 128 through the private data network 104 to the IP
emergency alarm address 156 associated with the centralized
alarm receiver server 130. Because the private data network
104 is controlled and/or operated by a single carrier, the alarm
message 128 is secure and never encounters a publicly-avail-
able network segment.

The alarm message 128 may be encrypted and/or pack-
etized using any packet protocol. As those of ordinary skill in
the art understand, the alarm message 128 may be packetized
(or “framed”) for routing through the private data network
104. Information is grouped into packets according to a
packet protocol. As those of ordinary skill in the art also
understand, there are many packet protocols. Some of the
more well-known packet protocols include TCP/IP, IPX/
SPX, AppleTalk, and SNA. Some standards organizations,
such as the L.LE.E.E., issue standards for packetizing data. The
private data network 104 may even utilize “mixed” protocols,
where a translator determines the particular packet protocol
and the appropriate destination for each packet. Because the
basics of packetizing and packet protocols are well-known,
this disclosure will not further explain the packetizing of the
alarm message 128.
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FIG. 3 is a more detailed schematic illustrating receipt of
the alarm message 128, according to exemplary embodi-
ments. As the above paragraphs explained, the alarm message
128 wirelessly routes from the alarm controller 106, through
the private data network 104, and to the centralized alarm
receiver server 130. The centralized alarm receiver server 130
may then route the alarm message 128 to the central moni-
toring station (“CMS”) server 132. The central monitoring
station server 132 has a processor 170 (e.g., “uP”), applica-
tion specific integrated circuit (ASIC), or other component
that executes a server-side security application 172 stored in
a memory 174. The server-side security application 172 and
the client-side security application 152 cooperate in a client-
server environment to notify of alarms from the security
system 100.

When the central monitoring station server 132 receives
the alarm message 128, the server-side security application
172 obtains any data associated with the alarm message 128.
The server-side security application 172, for example, may
obtain the customer account code contained in the alarm
message 128 to retrieve customer account information from
the account database 134. The server-side security applica-
tion 172 may then pass the alarm condition 126 and any
account information on to the agent 136. The server-side
security application 172 may also retrieve a static, dynamic,
and/or private network address 176 associated with the alarm
controller 106. The network address 176 uniquely identifies
the alarm controller 106 that generated the alarm message
128. The network address 176 may be retrieved from the
account database 134, or the network address 176 may be
extracted from one or more header portions and/or payload
portions of the packetized alarm message 128. However the
network address 176 is obtained, the server-side security
application 172 knows the identity ofthe alarm controller 106
detecting the alarm condition 126. The server-side security
application 172 may then assign the human or computerized
agent 136.

FIG. 41s adetailed schematic illustrating a verification call,
according to exemplary embodiments. Here the agent 136
directly calls the alarm controller 106 to verify the alarm.
Because the unique network address 176 of the alarm con-
troller 106 has been obtained from the alarm message 128, the
agent 136 may establish communication directly with the
alarm controller 106. The agent 136, for example, may estab-
lish the Voice-over Internet Protocol call 140 to the alarm
controller 106. The alarm controller 106 has a Man-Machine
Interface, such as a speaker 180, a microphone 182, and/or a
keypad 184. The server-side security application 172 may
also have a VoIP module 190 for conducting two-way voice
communication. The agent 136 may thus call the alarm con-
troller 106 to verify the alarm condition 126. The agent’s
speech may be output from the speaker 180, and the occupant
may speak into the microphone 182. The Voice-over Internet
Protocol call 140 is thus enabled between the agent 136 and
the occupant at the alarm controller 106. The agent 136 may
require that the occupant authenticate himself/herself, such as
by entering a code or password on the keypad 184. The
occupant, however, may alternately speak a phrase to verify
identity and/or the alarm condition 126. If the occupant veri-
fies the alarm condition 126, then the agent 136 may summon
emergency services.

FIGS. 5-6 are schematics illustrating cordless voice and
telephony capabilities, according to exemplary embodi-
ments. Here, when the agent 136 calls the alarm controller
106 to verify the alarm condition 126, the call may be broad-
cast to one or more portable units 200 (such as cordless
telephony handsets). The alarm controller 106 may thus have
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cordless voice and telephone capability to remotely commu-
nicate with the portable unit 200. As FIG. 5 illustrates, the
alarm controller 106 may interface with a base station 202
that wirelessly communicates with each portable unit 200.
Each portable unit 200, for example, may be a telephony
speakerphone handset that is installed throughout the home or
business. The client-side security application 152 may further
have code, programming, or instructions that cause the alarm
controller 106 to establish wireless telephony communication
with the portable unit 200. The base station 202 and the
portable unit 200, for example, may communicate according
to the Digital Enhanced Cordless Telecommunications (or
“DECT”) standard for cordless telephony and voice moni-
tors. When the agent 126 calls the alarm controller 106, the
VoIP module 190 may cause the alarm controller 106 to enter
an off-hook mode of operation and automatically answer the
Voice-over Internet Protocol call 140. The base station 202
may thus broadcast the Voice-over Internet Protocol call 140
to the one or more portable units 200 (i.e., speakerphone
handsets) to provide two-way interactive voice communica-
tion. An occupant and the agent 126 may conduct a two-way
voice conversation to access the emergency. Because the base
station 202 may automatically answer the Voice-over Internet
Protocol call 140, any occupants need not find the portable
unit 200 and physically answer the call. The occupant need
only speak to verify the emergency. The automatic answering
feature also enables the agent to listen to what is occurring in
the residence. If an occupant fails to speak and verify, the
agent 126 may simply listen to ambient sounds for verifica-
tion.

FIG. 6 illustrates an alternate routing of the Voice-over
Internet Protocol call 140. Here the Voice-over Internet Pro-
tocol call 140 may route over a public data network 204 (such
as the publically-available Internet). When the agent 136 calls
the unique network address 176 of the alarm controller 106,
the Voice-over Internet Protocol call 140 may route over a
wireline broadband connection 206 between the public data
network 204 and a gateway/modem device 208. Here, then,
the Voice-over Internet Protocol call 140 may not wirelessly
communicate over a carrier’s 3G/LTE/4G network (as FIGS.
1-5 illustrated). Still, though, the VoIP module 190 may auto-
matically answer the Voice-over Internet Protocol call 140
and broadcast the call to the portable units 200.

FIG. 7 is a schematic illustrating remote verification,
according to exemplary embodiments. Ifthe Voice-over Inter-
net Protocol call 140 to the alarm controller 106 is unsuccess-
ful, remote verification may be authorized. Here the server-
side security application 172 may attempt to notify one or
more other addresses when the alarm condition 126 is
detected. As FIG. 7 illustrates, the server-side security appli-
cation 172 may query for one or more notification addresses
220. Each notification address 220 is any communications
address which is notified of alarms detected by the alarm
controller 106. The server-side security application 172 may
query a notification table 222 for the notification address(es)
220. FIG. 7 illustrates the notification table 222 stored in the
central monitoring station (“CMS”) server 132, but the noti-
fication table 222 may be remotely located and accessed from
any location or device in the data network 104 and/or in the
public data network 204. The notification table 222 associates
some customer information 224 to the notification addresses
220. The customer information 224 may be any information
that uniquely identifies the customer, such as a customer
code, physical address, name, or even the network address
176 assigned to the alarm controller 106. Once the customer
information 224 is obtained from the account database 134,
the server-side security application 172 queries the notifica-
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tion table 222 for the customer information 224. The notifi-
cation table 222 returns the notification address(es) 220
approved for remote notification. Each notification address
220 may be a telephone number, email address, other Internet
Protocol address, or any other communications address to
which notifications are sent. Indeed, multiple notification
addresses 220 may be associated to the customer information
224. Exemplary embodiments may thus retrieve a list 225 of
notification addresses. Each entry in the list 225 of notifica-
tion addresses may be a telephone number, Internet Protocol
address, email address, and/or any other communications
address.

An alarm notification 226 is then sent. The server-side
security application 172 causes the central monitoring station
server 132 to format the alarm notification 226 and to send the
alarm notification 226 to each entry in the list 225 of notifi-
cation addresses. The alarm notification 226 may be an elec-
tronic message, such as a text message or email message. The
alarm notification 226, however, may also be an analog tele-
phone call or a Voice-over Internet Protocol call. Regardless,
the alarm notification 226 may include information describ-
ing the alarm condition 126 (such as the alarm sensor 108, a
physical street address of the alarm controller 106, and/or any
other information). The alarm notification 226 routes through
the data network 104 and/or the public data network 204 to a
third party communications device 228 associated with one of
the notification addresses 220. If the alarm notification 226
involves analog telephony, the alarm notification 226 may
also route along some portion of a public-switched telephony
network. The server-side security application 172 may thus
notify friends, neighbors, a spouse, children, and any com-
munications addresses in the list 224 of notification
addresses.

FIG. 8 s another schematic illustrating remote verification,
according to exemplary embodiments. Here the alarm con-
troller 106 itself may notify others when alarms are detected.
When the alarm controller 106 detects the alarm condition
126, the client-side security application 152 may access the
notification address 220 that is approved for remote notifica-
tion. FIG. 8 illustrates the notification address 220 as being
locally stored in the alarm controller 106, perhaps associated
with a profile 240 of the occupant or home/business. If mul-
tiple notification addresses 220 are approved for remote noti-
fication, then the list of notification addresses (illustrated as
reference numeral 224 in FIG. 7) may be retrieved. The client-
side security application 152 formats the alarm notification
226 and sends the alarm notification 226 to each notification
address 220 approved for remote notification. The alarm noti-
fication 226 may again include any information describing
the alarm condition 126, the alarm sensor 108, and/or the
physical street address.

FIGS. 9-10 are schematics further illustrating the security
system 100, according to exemplary embodiments. Here the
residential or business security system 100 need not include a
broadband modem. That is, the alarm controller 106 may
simply plug-in, or interface to, an existing cable, digital sub-
scriber line (DSL), or other gateway/modem device 208. FIG.
9, for example, illustrates a cable (e.g., CAT 5, 6, or 7)
interconnecting a port of the occupant’s existing gateway/
modem device 208 to the alarm controller 106. FIG. 10 illus-
trates an alternative powerline interface 250 (such as HOME-
PLUG®) that allows the occupant’s existing gateway/modem
device 208 to interface with the alarm controller 106. Exem-
plary embodiments thus allow the alarm controller 106 to be
deployed in any home or business, regardless of the gateway/
modem device 208 (e.g., ADSL, VDSL, GPON, and bring-
your-own broadband).
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FIGS. 11-14 are schematics illustrating the alarm sensor
108, according to exemplary embodiments. Here each alarm
sensor 108 may have a wireless interface 260 to the alarm
controller 106. Conventional security systems use wired sen-
sors to detect security events. Wired sensors, though, are
difficult to install after a home or business has been con-
tructed. Exemplary embodiments may thus utilize the wire-
less interface 260 for easier and cheaper installations.

FIG. 11 is a block diagram of the alarm sensor 108. The
alarm sensor 108 has a parameter detector 262 that detects or
senses some physical or logical parameter (such as tempera-
ture, smoke, motion, or sound). A sensor processor 264 com-
mands the wireless interface 260 to wirelessly send or broad-
cast sensor data 266. The sensor data 266 is wirelessly
received by the alarm controller 106. The wireless transceiver
122 in the alarm controller 106, for example, may wirelessly
receive the sensor data 266 sent from the alarm sensor 108.
The client-side security application 152 obtains the sensor
data 266 and compares the sensor data to one or more rules
268 and threshold values 270 stored in the alarm controller
106. If the sensor data 266 indicates a security event, the
alarm condition 126 is determined and the alarm message 128
is sent to the central monitoring station 102 (as earlier para-
graphs explained). While the alarm sensor 108 may have an
alternating current (AC) power source 272, a battery 274 may
be preferred. An AC-powered alarm sensor may need to be
installed or mounted near an electrical outlet to receive AC
power. An electrical cord may thus aesthetically detract from
the installation. Moreover, a converter may be required to
convert AC power into direct current (DC) power, thus further
increasing the cost of the alarm sensor 108. The DC battery
274 may thus be preferred to power the alarm sensor 108.

FIG. 12 further illustrates the wireless interface 260. Here
the wireless interface 260 may only have one-way transmis-
sion capability. That is, the alarm sensor 108 may only send
the sensor data 266 to the alarm controller 106. A sensor
transmitter 280 may thus lack capability to receive data or
information to conserve the life of the battery 274. Because
the alarm sensor 108 may only transmit the sensor data 266,
electrical power from the battery 274 is not consumed for
wireless reception. Even though the sensor transmitter 280
may utilize any portion of the electromagnetic spectrum,
exemplary embodiments may utilize a proprietary portion
(such as 433 MHz) of the electromagnetic spectrum. The
sensor processor 264 executes a sensor program 282 stored in
memory 284 of the alarm sensor 108. The sensor program 282
causes the sensor processor 264 to randomly or periodically
broadcast the sensor data 266. Even though the alarm sensor
108 may continuously, periodically, or randomly monitor or
measure the sensor data 266, the alarm sensor 108 may only
transmit the sensor data 266 that equals or exceeds some
threshold value 286. The sensor transmitter 280 may thus
only consume electrical power from the battery 274 when the
sensor data 266 necessitates.

FIG. 13 further illustrates the wireless interface 260. When
the sensor transmitter 280 does transmit, the alarm sensor 108
may broadcast its health and identity. That is, the sensor
program 282 may randomly or periodically execute a diag-
nostic routine 290. The sensor transmitter 280 may then wire-
lessly send a diagnostic result 292, along with a sensor iden-
tifier 294 associated with the alarm sensor 108. The sensor
identifier 294 may be any alphanumeric combination that
uniquely identifies the alarm sensor 108 from other alarm
sensors. When the alarm controller 106 receives the diagnos-
tic result 292 and the sensor identifier 294, the client-side
security application 152 may compare the diagnostic result
292 to a diagnostic range 296 of values. If the diagnostic
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result 292 satisfies the diagnostic range 296 of values, then the
alarm sensor 108 is assumed to be properly functioning. If the
diagnostic result 292 fails to satisty the diagnostic range 296
of values, then a fault 298 may be assumed and the alarm
controller 106 may flag and/or display an error 300 associated
with the sensor identifier 294.

The one-way wireless interface 260 may be best suited to
magnetic sensors. As those of ordinary skill in the art have
known, many security systems utilize magnetic sensors for
doors and windows. When a door or window opens, a magnet
(not shown) pulls away from a metal strip or contact. As the
magnet pulls away, the magnet electromagnetically
decouples, thus opening like a switch in a circuit. The alarm
sensor 108 thus simply detects low or no current, voltage, or
continuity as the door or window opens. The sensor program
282 may thus cause the sensor processor 264 and the sensor
transmitter 280 to broadcast the sensor data 266 (e.g., low or
no current, voltage, or continuity) only when the magnet pulls
away from the door or window. The one-way transmission
capability of the wireless interface 260 may thus be effec-
tively used for windows and doors, where the life of the
battery 274 may be extended three to five years.

FIG. 14 illustrates two-way capability. Here the wireless
interface 260 may both send and receive, thus bi-directionally
communicating with the alarm controller 106. FIG. 14, for
example, illustrates an initialization of the alarm sensor 108.
The alarm sensor 108 may response to a command 310 sent in
a message 312 from the alarm controller 106. The command
310 may instruct the alarm sensor 108 to turn on, to awaken,
or to respond. The message 312 may also include a sensor
address 314, thus permitting different alarm sensors 108 to be
individually addressed and activated/deactivated. When the
alarm sensor 108 receives the message 312, the alarm sensor
108 executes the command 310, as instructed by the alarm
controller 106. The alarm sensor 108 may respond by sending
the sensor data 266 to the alarm controller 106. The alarm
sensor 108 may also broadcast its diagnostic result 292 and
the sensor identifier 294 to indicate its health and identity (as
the above paragraph explained). When the alarm sensor 108
has two-way capability, the sensor transmitter 280 may again
utilize any portion of the electromagnetic spectrum, such as
the 900 MHz spectrum. This two-way capability consumes
more electrical power from the battery 274, so the two-way
capability may be reserved for keypads and for sensors that
are easily accessed.

FIGS. 15-17 are schematics illustrating a takeover module
320, according to exemplary embodiments. The takeover
module 320 allows exemplary embodiments to be retrofitted
to one or more existing wired sensors 322 and/or wire con-
tacts 324. As earlier paragraphs explained, conventional secu-
rity systems have long used the wired contacts 322 and sen-
sors 324 to detect security events. Because these existing
wired contacts 322 and sensors 324 may still adequately
function for basic security services, some customers may not
want to incur added costs to tear-out aged, but functioning,
components. The takeover module 320 thus allows the alarm
controller 106 to interface with existing wired keypads,
sirens, and sensors in older installations. An existing control-
ler may be removed, and the existing alarm zones, or circuits
326, may be interfaced to the alarm controller 106. The take-
over module 320 thus permits older security systems to be
up-fitted without incurring substantial installation costs.

As FIG. 16 illustrates, the takeover module 320 has one or
more terminal strips 330 of pairs 332 of terminals. An existing
pair 334 of wires from the existing window contact 324 is
connected to a first pair 336 of terminals in the takeover
module 320. A second existing pair 338 of wires from the
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existing sensor 322 is connected to a second pair 340 of
terminals. If multiple circuits serve multiple existing security
components, then each corresponding pair of wires is con-
nected to a different pair 332 of terminals in the takeover
module 320. A different pair 332 of terminals, in other words,
is connected to each two-wire pair in a security circuit 326.
The takeover module 320 may also have a socket 350 for
connection to an existing keypad 352. The takeover module
320 applies an electrical current to each pair 332 of terminals.
The electrical current flows through the existing circuits 326
and returns back to each respective pair 332 ofterminals in the
takeover module 320. As earlier paragraphs explained, when
a window or door is opened, the corresponding wired com-
ponent (e.g., the existing sensor 322 or the existing window
contact 324) creates an open-circuit condition. When the
circuit 326 opens, the takeover module 320 detects no current
between the corresponding pair 332 of terminals. The take-
over module 320 thus reports an open-circuit condition 354 to
the alarm controller 106, along with a terminal identifier 356
associated with the open circuit.

As FIG. 17 illustrates, exemplary embodiments may thus
detect intrusion events. When an open circuit is detected, the
alarm controller 106 receives the open-circuit condition 354
and the terminal identifier 356. The client-side security appli-
cation 152 may then query an intrusion database 360. F1G. 17
illustrates the intrusion database 360 stored in the memory
154 ofthe alarm controller 106, but the intrusion database 360
may be stored in the takeover module 320 or remotely
accessed from the data network (illustrated as reference
numeral 104 in FIG. 1). Regardless, the intrusion database
360 is illustrated as a table 362 that maps, relates, or associ-
ates terminal identifiers 356 to circuit descriptors 364. Each
circuit descriptor 364 may be a textual description of an
existing sensor circuit (illustrated as reference numeral 326 in
FIGS. 15 & 16). The intrusion database 360 thus provides a
simple description of a possible intrusion event, such as “mas-
ter bedroom window open” or “garage door open.” The client-
side security application 152 queries the intrusion database
360 for the terminal identifier 356 associated with the termi-
nal identifier 356 in the open-circuit condition 354 detected
by the takeover module 320. The client-side security appli-
cation 152 retrieves the corresponding circuit descriptor 364
and sends the alarm message 128 to the central monitoring
station 102 (as earlier paragraphs explained). The alarm mes-
sage 128 may thus include a textual description of the security
event (such as “glass breakage in garage” or “kitchen door
open”). Should the central monitoring station server 132 send
the alarm notification (illustrated as reference numeral 226 in
FIGS. 7-8) for remote notification, the alarm notification 226
may, likewise, include the textual description of the security
event.

FIG. 18 is a block diagram of the takeover module 320,
according to exemplary embodiments. The takeover module
320 has a voltage source 370 that applies a voltage V , (illus-
trated as reference numeral 372) to a voltage strip 374. Each
pair 332 of terminals in the takeover module 320 has one
terminal electrically connected to the voltage strip 374 and a
second terminal electrically connected to electrical ground
376. The voltage V ,, for example, is applied to a first terminal
378 in the pair 332 of terminals, while a second terminal 380
is connected to electrical ground 376. Because the existing
wires 334 and the existing wired contact 324 electrically
resemble a resistance 382 (as may the existing wires 338 and
sensor 322 illustrated in FIG. 16), electrical current I, (illus-
trated as reference numeral 384) flows from the first terminal
378 (to which the voltage V , is applied), through the existing
wires 334 and the existing contact 324, and to the second
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terminal 380 connected to electrical ground 376. Each pair
332 of terminals in the takeover module 320 may have a
current sensor 386 that measures the electrical current I,
flowing from the first terminal 378 to the second terminal 380.

The takeover module 320 may be processor controlled. A
takeover processor 400 may receive a current measurement
402 from each current sensor 386. The takeover processor
400 may execute a current application 404 stored in memory
406. The current application 404 is software code or instruc-
tions that cause the takeover processor 400 to evaluate or to
compare the current measurement 402 in each circuit 326 to
athreshold current value 408. When the current measurement
402 across any pair 332 of terminals drops below the thresh-
old current value 408, the takeover processor 400 detects a
possible intrusion event. The takeover processor 400 flags the
open-circuit condition 354 and obtains the terminal identifier
356 of'the open circuit from the corresponding current sensor
386. The takeover processor 400 sends the open-circuit con-
dition 354 to the alarm controller 106 (perhaps as a message),
along with the terminal identifier 356 of the open circuit.
When the alarm controller 106 receives the open-circuit con-
dition 354, the client-side security application 152 may query
the intrusion database 360 for the terminal identifier 356 of
the open circuit. The client-side security application 152 may
then send the alarm message 128 to the central monitoring
station 102 (as earlier paragraphs explained).

FIGS.19-21 are schematics illustrating video data, accord-
ing to exemplary embodiments. Because there may be mul-
tiple cameras (illustrated as reference numeral 110 in FIG. 1)
installed in a home or business, exemplary embodiments may
obtain video data 420 of the possible intrusion (detected by
the takeover module 320, as explained above). Here exem-
plary embodiments may select the video data 420 that corre-
sponds to the terminal identifier 356. As FIG. 19 illustrates,
the intrusion database 360 may also associate a camera 110 to
the circuit descriptor 364. The intrusion database 360 may be
configured to relate different cameras and/or camera views to
terminal identifier 356. Camera #1, for example, may be
trained or aimed on the kitchen door, while camera #2 cap-
tures a front entry door. Cameras may be installed throughout
ahome or business to provide views of many windows, doors,
and other locations. If a camera is motorized to pan and/or to
zoom, then the camera may also have multiple orientations
for multiple views. The intrusion database 360 may thus store
relationships that best capture the video data 420 of the ter-
minal identifier 356 associated with the open circuit. When
the client-side security application 152 receives the terminal
identifier 356 associated with the open circuit, the client-side
security application 152 may thus select only the most rel-
evant video data 420. When the client-side security applica-
tion 152 queries the intrusion database 360 for the terminal
identifier 356, the client-side security application 152 may
also retrieve a camera address 422. Because there may be
multiple cameras throughout a home or business, each cam-
era may be uniquely identified by the camera address 422
(such as a public or private Internet Protocol address). Each
camera is likely trained or aimed to capture video of different
portions of the home or business. The client-side security
application 152 thus retrieves the camera address 422 that is
associated with the terminal identifier 356. Once the camera
address 422 is known, exemplary embodiments may obtain
the video data 420 to further verify the intrusion.

FIG. 20 illustrates the video data 420. The agent 136 at the
central monitoring station 102 may send a video request 430
instructing the alarm controller 106 to retrieve and send the
video data 420 captured by the camera 110 associated with
the terminal identifier 356. When the alarm controller 106
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receives the video request 430, the client-side security appli-
cation 152 retrieves live and/or archived video data 420 asso-
ciated with the corresponding camera address 422. The alarm
controller 106 sends the relevant video data 420 to some
network address (such as the agent’s computer terminal 432).
The agent 136 may thus view the video data 420 to help verify
the intrusion.

The video data 420, however, may be automatically sent.
When the takeover module 320 detects the open-circuit con-
dition 354, the client-side security application 152 may be
programmed or configured to automatically sent the video
data 420. This automatic response may be desired when band-
width is not a concern, such as holidays or hours when the
data network 104 is uncongested. The client-side security
application 152 may thus automatically retrieve and send the
video data 420 whenever the open-circuit condition 354 is
received from the takeover module 320. When the open-
circuit condition 354 is detected, the client-side security
application 152 may automatically query for the camera
address 422 associated with the terminal identifier 356. The
client-side security application 152 retrieves the video data
420 from the camera 110 at the camera address 422. The
client-side security application 152 may then send the video
data 420 with the alarm message 128 and/or with the alarm
notification 226.

The agent 136 (at the agent’s computer terminal 430) may
request video from any camera 110. As the agent 136 attempts
to verify the alarm, the agent may select any of the cameras
110 in the home or business and receive streaming video data
420. The agent’s computer terminal 430 may even display
information indicating the camera, camera zone, and/or the
alarm condition 126. The agent’s computer terminal 430 may
also display a graphical user interface that permits the agent
136 to access the live video data 420 from any camera 110 in
the home or business. Under most circumstances the agent
136 will receive and view the live video data 420 from one
camera 110 at a time. If bandwidth permits, though, the agent
may select and view live video data 420 from multiple cam-
eras 110 at one time. The live video data 420 will not create
congestion in the private data network 104, so the only con-
gestion may occur in the customer’s access network. For
example, if a customer has a wireline broadband ADSL ser-
vice with 1.5 Mbps downstream and 256 Kbps upstream, the
upstream bandwidth could be limiting.

Any video data, from any camera 110, is also available. As
the agent attempts to verify the alarm, the agent 136 may want
video data 420 from other cameras in the home or business.
The agent’s computer terminal 430 need only send the video
request 430 and specify output from a particular camera. The
client-side security application 152 retrieves and sends the
live video data 420 associated with the requested camera
number.

Some cameras, though, may be off limits to the agent. Even
though the customer may have multiple cameras, the cus-
tomer may not want the agent to have access to all cameras.
That is, there may be some camera outputs that are “off
limits” and not accessible. A bedroom security camera, for
example, may be configured as “private,” not shared, and
perhaps not archived. Permissions may thus be established
for each camera. The customer may thus establish a policy to
manage which camera outputs are available to the central
monitoring station during an alarm condition. The client-side
security application 152 may be configured to permit, or deny,
remote access to any output of any camera 110 according to
user and/or the user’s location. If a user has acceptable
authentication credentials (e.g., username and password), but
an unacceptable location (such as GPS coordinates), then the



US 9,379,915 B2

13

client-side security application 152 may deny access to video
and any other feature. Some camera output may be associated
with public permissions, while other camera output may be
associated with specific authentication credentials.

FIG. 21 illustrates remote notification of the video data
420. Earlier paragraphs explained how the alarm notification
226 may remotely notify friends, family members, or others
of security events detected by the alarm controller 106. When
the alarm notification 226 is sent to one or more of the noti-
fication addresses 220, the alarm notification 226 may include
at least a portion of the video data 420. When the alarm
notification 226 is received, the recipient may immediately
read the textual description of the open circuit (“basement
window open”) and view the video data 420 captured by a
camera. The recipient may thus immediately verify the intru-
sion event. [f bandwidth, packet delay, or other network factor
is a concern, the alarm notification 226 may only include a
website link to the video data 420.

FIGS. 22-24 are schematics illustrating a powerline-to-
Ethernet adapter 450, according to exemplary embodiments.
Here the existing electrical wiring in a home or business is
used to convey ETHERNET® signals from the alarm sensors
108. FIG. 22 illustrates the basic concept of an AC/DC power
adapter 452 with an integrated ETHERNET® adapter 454.
The AC/DC power adapter 452 may have a standard two-
prong or three-prong male plug for insertion into a standard
female electrical outlet 456. The AC/DC power adapter 452
receives alternating electrical voltage and current and con-
verts to direct current (DC) electrical power. The ETHER-
NET® adapter 454 outputs ETHERNET® signals 458 (or
“frames”). Here, though, both DC electrical power 466 and
the ETHERNET® signals 458 are conveyed by one or more
wires in a cable 460. DC voltage and current are also output to
two or more other wires in the cable 460. A six-wire cable
460, for example, may convey the ETHERNET® signals 458
on four (4) of the six wires, while direct current electrical
power is conveyed over a remaining two wires of the six
wires. As FIG. 22 also illustrates, a female connector 462
allows the cable 460 to mate with the powerline-to-Ethernet
adapter 450. The female connector 462, for example, may be
an RJ-56 modular jack, thus allowing a male RJ-56 plug 464
of an end of the cable 460 to insert into the female connector
462. The AC/DC power adapter 452 outputs the DC power
466 to at least two (2) terminals in the female connector 462,
while the ETHERNET® adapter 454 outputs the ETHER-
NET® signals 458 to other terminals in the female connector
462. Both the ETHERNET® signals 458 and DC power 466
are conveyed by the cable 460 from the powerline-to-Ethernet
adapter 450 to the alarm sensor 108. FIG. 22 illustrates the
alarm sensor 108 as an Internet Protocol digital camera 110
that captures the video data (illustrated as reference numeral
420 in FIGS. 19-21). FIG. 22, though, may be utilized for any
sensor 108. The sensor 108 also has a corresponding RJ-56
female modular jack 468 that accepts a male RJ-56 plug 470
of'an opposite end of the cable 460. The RJ-56 female modu-
lar jack 468 thus receives both the ETHERNET® signals 458
and the DC electrical power 466 conveyed by the wires in the
cable 460. The two wires conveying the DC power 466 are
connected to terminals and circuitry that electrically powers
the Internet Protocol digital camera 110, while the wires
delivering the ETHERNET® signals 458 are connected to
terminals and an ETHERNET® interface 472.

FIG. 23 further illustrates the powerline-to-Ethernet
adapter 450. The existing electrical wiring 480 provides AC
electrical power to the electrical outlets 456 throughout the
home or business. The customer’s gateway/modem 208 may
have a conventional male plug 482 that inserts into a first
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receptacle of the electrical outlet 456 to receive AC electrical
power. The powerline-to-Ethernet adapter 450 may also plug
into a second receptacle of the electrical outlet 456. The
ETHERNET® signals 458 are conventionally conveyed over
a conventional cable 484 to the customer’s gateway/modem
208, while AC electrical power is supplied over a conven-
tional electrical cord to the gateway/modem 208. Here, then,
the customer’s gateway/modem 208 may be conventionally
installed to receive both the ETHERNET® signals 458 and
AC electrical power from the electrical outlet 456.

FIGS. 23 and 24, though, further illustrate the powerline-
to-Ethernet adapter 450. The powerline-to-Ethernet adapter
450 may be utilized by either the alarm controller 106 and/or
the alarm sensor 108 (such as the Internet Protocol digital
camera 110). The powerline-to-Ethernet adapter 450, for
example, may provide both the ETHERNET® signals 458
and the DC electrical power 466 to the alarm controller 106.
Another powerline-to-Ethernet adapter 450 may provide both
the ETHERNET® signals 458 and the DC electrical power
466 to the Internet Protocol digital camera 110. Some wires in
the cable 460 convey the DC electrical power 466, while other
wires in the cable 460 convey the ETHERNET® signals 458
(as the above paragraphs explained).

Exemplary embodiments may thus utilize any of the
HOMEPLUG® specifications. HOMEPLUG® is one com-
mon power line communications specification for network-
ing over existing home electrical wiring. Because the HOME-
PLUG® specifications are known, no detailed explanation is
necessary.

FIG. 25 is a schematic illustrating an external antenna 490,
according to exemplary embodiments. As earlier paragraphs
explained, the home or business security system 100 has the
wireless transceiver 122 that communicates with the wireless
access point 120 of the private data network 104. The wireless
transceiver 122 preferably connects to the private data net-
work 104 using the 3G/LTE/4G wireless cellular network
connection 160, but any protocol or standard may be used.
Sometimes, though, the alarm controller 106 is installed,
mounted, or located in an area of the home or business that
lacks adequate wireless reception or coverage. A basement or
closet, for example, may have inadequate signal strength to
reliably communicate. The security system 100, then, may
interface with the external antenna 490. The external antenna
490 may be mounted in an attic or on a roof to improve
wireless reception with the wireless access point 120 of the
private data network 104. A coaxial cable 492 may connect
the external antenna 490 to the wireless transceiver 122 and/
or the alarm controller 106.

FIG. 26 is a schematic illustrating payment for emergency
summons, according to exemplary embodiments. As this dis-
closure has explained, one of the primary functions of the
agent 136 is to verify alarms truly are emergency situations.
Because most alarms are inadvertently triggered, local police
and fire departments waste time and resources responding to
false alarms. Some municipalities impose fees for each
unnecessary dispatch. The agent 136, then, first tries to ascer-
tain a true emergency exists before summoning emergency
services. The agent 136 may call the alarm controller 106 to
speak with an occupant, and the central monitoring station
server 132 may send the alarm notification 226 to friends,
family members, and any other authorized network address
220 (as earlier paragraphs explained).

Sometimes, though, verification is unsuccessful. The agent
136 may call the alarm controller 106, but no occupant
answers. Even though the alarm notification 226 is sent to
friends and family, no response may be received. In these
situations, then, the agent 136 may immediately summons
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emergency services. [f the alarm turns out to be a true emer-
gency, then the customer has benefitted from the emergency
service. If, however, the alarm is false, then emergency per-
sonnel have been unnecessarily summoned and financial
charges may be imposed.

FIG. 26 thus illustrates a payment scheme. When the alarm
is false, an electronic debit 502 is sent. FIG. 26 illustrates a
municipality server 500 sending the electronic debit 502 to
the central monitoring station server 132 in the central moni-
toring station 102. The electronic debit 502, though, may
optionally be generated by the central monitoring station
server 132. The electronic debit 502 may thus be imposed by
a municipal government and/or by the server-side security
application 172. Regardless, the electronic debit 502 may
include a name, address, and/or other identifier 504 associ-
ated with a subscriber to emergency services. The server-side
security application 172 queries a subscriber database 506 for
the identifier 504 of the subscriber, and the subscriber data-
base 506 returns account information 508 associated with the
identifier 504 of the subscriber. The account information 508
may be an account number of a savings or checking account.
The account information 508 may additionally or alterna-
tively be a credit card number. Regardless, when the alarm is
false, the subscriber has pre-approved debits from, or charges
to, the account information 508 for fees imposed for false
summons.

FIG. 27 is a schematic illustrating an access portal 510,
according to exemplary embodiments. All communication
with the alarm controller 106 may require authentication in
the access portal 510. Authentication may be accomplished
by providing a valid user name and password. All communi-
cation towards the security system 100 may pass through the
access portal 510 and then communicate over a secure socket
layer (SSL) connection to a customer’s home or business.
When the customer is away and wishes to access the video
data 420 (from any cameras 110), the customer may first
authenticate to the access portal 510. If the customer success-
fully authenticates, the customer’s request flows over the
secure socket layer (SSL) connection. Likewise, when an
agent in the central monitoring center 102 wants to access the
camera 110 in the home, the agent may first be authenticated
by the access portal 510. The access portal 510 may thus
provide a much higher level of security compared to having
authentication occur in the alarm controller 106.

FIG. 28 is a schematic further illustrating the takeover
module 320, according to exemplary embodiments. The take-
over module 320 allows exemplary embodiments to be retro-
fitted to one or more existing wired sensors and/or wire con-
tacts. As earlier paragraphs explained, conventional security
systems have long used wired contacts and sensors to detect
security events. Because these existing wired components
may still adequately function for basic security services, the
takeover module 320 provides an interface to existing wired
keypads, sirens, and sensors in older installations. An existing
controller may be removed, and the existing circuits may be
interfaced to the takeover module 320. The takeover module
320 thus permits older security systems to be up-fitted with-
out incurring substantial installation costs.

Exemplary embodiments thus describe professionally-
monitored security services. The alarm controller 106 may
have many standard and optional modules, such as:

3G Cellular Data Module (GPRS, EDGE, UMTS and

HSPA+SMS);

24 Hour Battery Backup (Standard)

433/900 MHz Proprietary Wireless Transceiver Module;

DECT Base Station Module;
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Takeover Module (Wired Window/Door Contacts, Keypad

and Siren Interface); and

Internal/External Hard Drive.

The alarm controller 106 may be wall mounted in a closet,
utility room or basement and preferably adjacent to an AC
power outlet. An external cabinet may be molded from plastic
for rugged, yet durable, use. The cabinet may be equipped
with a securely latched main cabinet door and may be
equipped with a backup battery compartment that the cus-
tomer can access to replace the battery without opening the
main cabinet door. The cabinet will support the remote instal-
lation of the external 3G/LTE/4G Cellular Data Antenna
when there is insufficient signal strength at the location of the
cabinet. The cabinet will be equipped with a tamper switch
that triggers an alarm if someone attempts to remove the
cabinet from the wall when the system is armed or when the
main door or battery compartment door is opened.

FIGS. 29-33 are schematics further illustrating the alarm
controller 106, according to exemplary embodiments. FIG.
30 illustrates exterior features of the alarm controller 106,
while FIG. 31 illustrates interior components of the alarm
controller 106. FIG. 32 illustrates a logical table of indicators
that are visible on a front of the security cabinet, while FIG.
33 lists external sensors, contacts, and other components.

FIGS. 34-36 are schematics further illustrating the alarm
controller 106, according to exemplary embodiments. FIG.
34 illustrates the wireless transceiver 122, while FIG. 35
further illustrates the battery 274. FIG. 36 illustrates an
optional hard drive.

The alarm controller 106 is installed and placed in a “wire-
less/wired device discovery” mode. The wired and wireless
sensors 108 to be discovered, such as window contacts, door
contacts, motion detectors, keypads, sirens, smoke/CO detec-
tors and IP cameras, are each placed in the “discoverable”
mode. The alarm controller 106 causes the wireless trans-
ceiver 122 to broadcast a device discovery request. Each
sensor 108 receives the device discovery request and
responds. As each sensor 108 is discovered, the sensor 108 is
registered with the alarm controller 106. After all of the wire-
less and wired sensors 108 have been discovered, the alarm
controller 106 is taken out of the “wireless/wired device dis-
covery” mode. After device discovery has been completed, a
complete record of all of the registered devices is stored in the
memory of the alarm controller 106, and a copy of the record
is automatically sent to a central repository (such as the cen-
tral monitoring station server 132) and stored with the cus-
tomer’s account.

FIGS. 37-42 are schematics further illustrating verification
of alarms, according to exemplary embodiments. FIG. 37
illustrates a routing scheme for the Voice-over Internet Pro-
tocol call 140 to the alarm controller 106. FIG. 38 illustrates
the base station 202 and the portable units 200. FIG. 39
illustrates communications paths available to the alarm con-
troller 106, while FIG. 40 illustrates a table of operating
modes and communications paths. FIG. 41 is a detailed sche-
matic of the wireless cellular network connection 124, while
FIG. 42 illustrates alarm handling and reporting.

FIGS. 43-44 are more schematics illustrating security ser-
vices, according to exemplary embodiments. FIG. 43 illus-
trates remote access, while FIG. 44 illustrates a general net-
work architecture.

Exemplary embodiments may be applied regardless of net-
working environment. The private data network 104 may be a
cable network operating in the radio-frequency domain and/
or the Internet Protocol (IP) domain. The data network 104
may include coaxial cables, copper wires, fiber optic lines,
and/or hybrid-coaxial lines. The data network 104 may also
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include wireless portions utilizing any portion of the electro-
magnetic spectrum and any signaling standard, as previous
paragraphs explained. The concepts described herein may be
applied to any wireless/wireline communications network,
regardless of physical componentry, physical configuration,
or communications standard(s).

FIG. 45 is a schematic illustrating still more exemplary
embodiments. FIG. 45 is a generic block diagram illustrating
the client-side security application 152 and/or the server-side
security application 172 may operate within a processor-
controlled device 600. The client-side security application
152 and/or the server-side security application 172 may be
stored in a memory subsystem of the processor-controlled
device 600. One or more processors communicate with the
memory subsystem and execute the client-side security appli-
cation 152 and/or the server-side security application 172.
Because the processor-controlled device 600 illustrated in
FIG. 45 is well-known to those of ordinary skill in the art, no
detailed explanation is needed.

Exemplary embodiments may be physically embodied on
or in a computer-readable storage medium. This computer-
readable medium may include a hard drive, USB drive, CD-
ROM, DVD, tape, cassette, floppy disk, memory card, and
large-capacity disks. This computer-readable medium, or
media, could be distributed to end-subscribers, licensees, and
assignees. A computer program product comprises a com-
puter readable medium storing processor-executable instruc-
tions for alerting of alarms from security systems.

While the exemplary embodiments have been described
with respect to various features, aspects, and embodiments,
those skilled and unskilled in the art will recognize the exem-
plary embodiments are not so limited. Other variations, modi-
fications, and alternative embodiments may be made without
departing from the spirit and scope of the exemplary embodi-
ments.

What is claimed is:

1. A method, comprising:

detecting an alarm by an alarm controller associated with a

security system;

retrieving, by the alarm controller, a network address

assigned to the alarm controller, the network address
based on an access point name associated with a wireless
cellular connection to the alarm controller;
querying, by the alarm controller, an electronic database
for the network address based on the access point name,
the electronic database having electronic database asso-
ciations between different network addresses assigned
to different alarm controllers and different remote noti-
fications addresses;
retrieving, by the alarm controller, a remote notification
address having an electronic database association with
the network address based on the access point name;

sending, from the alarm controller, an alarm message to the
remote notification address via the wireless cellular con-
nection to notify of the alarm;

receiving, by the alarm controller, a call to verify the alarm;

establishing, by the alarm controller, an interface to a wire-

less base station; and

instructing, by the alarm controller, the wireless base sta-

tion to broadcast the call to a cordless handset.

2. The method of claim 1, wherein receiving the call com-
prises receiving a voice-over Internet protocol call at the
alarm controller.

3. The method of claim 1, further comprising entering an
off-hook state by the alarm controller.
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4. The method of claim 1, further comprising establishing
a wireless telephony connection between the base station and
the cordless handset.

5. The method of claim 1, further comprising:

querying the electronic database for the access point name,

the electronic database having other electronic database
associations between different access point names and
different network addresses assigned to different alarm
controllers; and

retrieving the network address having another electronic

database association with the access point name.

6. The method of claim 5, further comprising sending an
alarm notification from the alarm controller identifying the
network address.

7. A system, comprising:

a processor; and

a memory storing code that when executed causes the

processor to perform operations, the operations com-
prising:

detecting an alarm by an alarm controller associated with a

security system;

retrieving a network address assigned to the alarm control-

ler, the network address based on an access point name
identifying a wireless cellular connection available to
the alarm controller;
querying an electronic database for the network address
based on the access point name, the electronic database
having electronic database associations between differ-
ent network addresses assigned to different alarm con-
trollers and different remote notifications addresses;

retrieving a remote notification address having an elec-
tronic database association with the network address
based on the access point name;

sending an alarm message addressed to the remote notifi-

cation address via the wireless cellular connection to
notify of the alarm, the alarm message identifying the
network address assigned to the alarm controller based
on the access point name;

receiving a voice-over Internet protocol call addressed to

the access point name to verify the alarm;
automatically answering the voice-over Internet protocol
call;

establishing an interface between the alarm controller, a

wireless base station, and a cordless handset; and
broadcasting the voice-over Internet protocol call to the
cordless handset.

8. The system of claim 7, wherein the operations further
comprise retrieving a list of remote notification addresses.

9. The system of claim 7, wherein the operations further
comprise entering an off-hook mode of operation to answer
the voice-over Internet protocol call.

10. The system of claim 7, wherein the operations further
comprise receiving sensor data from a sensor.

11. The system of claim 10, wherein the operations further
comprise comparing the sensor data to a threshold.

12. A memory device storing processor executable instruc-
tions that when executed cause a processor to perform opera-
tions, the operations comprising:

detecting an alarm by an alarm controller associated with a

security system;

retrieving a network address assigned to the alarm control-

ler, the network address based on an access point name
identifying a wireless cellular connection available to
the alarm controller;

querying an electronic database for the network address

based on the access point name, the electronic database
having electronic database associations between differ-
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ent network addresses assigned to different alarm con-
trollers and different remote notifications addresses;

retrieving a remote notification address having an elec-
tronic database association with the network address
based on the access point name;

sending an alarm message via the wireless cellular connec-

tion to the remote notification address to notify of the
alarm, the alarm message identifying the network
address assigned to the alarm controller based on the
access point name;

receiving a call at the alarm controller addressed to the

access point name to verify the alarm;

automatically answering the call at the alarm controller;

establishing an interface between the alarm controller, a

wireless base station, and a cordless handset; and
broadcasting the call from the wireless base station to the
cordless handset.

13. The memory device of claim 12, wherein the operations
further comprise entering an off-hook mode of operation to
answer the call.

14. The memory device of claim 13, wherein the operations
further comprise receiving sensor data from a sensor.

15. The memory device of claim 14, wherein the operations
further comprise comparing the sensor data to a threshold.

16. The memory device of claim 15, wherein the operations
further comprise retrieving video data.
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